LUFTHANSA GROUP

NDC PARTNER
PROGRAM

Activation of Two Factor Authentication
in SPRK

Status: January 31, 2025
Version: 1.1

Created by: GI/RD-S, AG/XD - G
Valid from: March 20, 2025

IIIIIIIII

© Lufthansa AJSWISS Public



CONTENT

1 Two Factor Authentication for SPRK Agency Administrators
2  Two Factor Authentication for SPRK Users

3  Setting up Two Factor Authentication in multiple environments

LUFTHANSA GROUP NDC PARTNER PROGRAM

Public

14

2/2



TWO FACTOR
AUTHENTICATION FOR
SPRK AGENCY
ADMINISTRATORS

Preparational work related to enabling of Two Factor
Authentication in SPRK

Agency Admin checklist (please check in good time whether you are
prepared):

OJ

OJ

| have read below documentation

All Agents in my Agency have an Authenticator app on their cell phone or
PC workstation that can generate a Time-based One-Time Password
(TOTP). In other words, we are prepared to go through Two Factor
Authentication process in SPRK when being activated

| have been informed when Two Factor Authentication will be activated for
my agency

I have checked that SPRK user accounts are not shared, i.e. there is no
SPRK user account that is shared by several agents. If such shared SPRK
user accounts do exist, | will deactivate them immediately and ensure that
each agent has their own SPRK user account. This is important as each
SPRK user account, and the associated Second Factor may only be used
by one person.

Make sure that at least one SPRK user account with the role SPRK Agency
Admin exists for your agency, which is based on your agency's time zone.
This is important so that you receive prompt support from your SPRK
Agency Admin in the event of problems.

| have checked whether there are combinations of Office ID and Agent ID
that exist in more than one environment. If this is the case and Two Factor
Authentication (should) be activated in more than one of the affected
environments, then certain things must be taken into account when
setting up the second factor in Google Authenticator App, Microsoft
Authenticator App or WinAuth. In this case, | familiarized myself with the
content of “Appendix: (Message to SPRK users with user accounts in
more than one environment)” and shared it with all affected SPRK users.
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In case you must reset Two Factor Authentication for
a user account

Step Al: Login to SPRK as Agency Admin

Let us assume you are SPRK Agency Admin, and your name is John Doe. When
you have logged in to SPRK you will see following screen.

Welcome John Doe  Logout
IATA: Office ID:

LUFTHANSA GROUP S
Austrian 7~ brussels :3: Eurowings ~ (9 Lufthansa ZISWISS .

)

ALL

TRAVELER ]
Record Locator: Notset [ X B &

TELEPHONE 0

[+] Traveler Download sample.csv | Upload Travelers
EMAIL o
PAYMENT 0 Itinerary
No lunerary
ADDRESS 0
ITINERARY Transactions

No items to display
TRANSACTION 0

APIS 0
cLp 0
SSR 0
osl 0
REMARK 0

Record Locator

Q

= Advanced Search

Figure 1: SPRK screen after successful login.

Step A2: Open Profile Management screen

Click on “Profile Management” icon (n]. You will then see below Profile
Management screen.

Welcome, John Doe
IATA: 81496962 Office ID: BEXA

LUFTHANSA GROUP S
Austrian 7~ brussels :3: Eurowings 2~ (© Lufthansa ZISWISS S

LT

Create/Edit
Search/Edit Profile New Profile
Profile Name Profile Type Profile Name
(Ageney v
Office ID Account Number Customer ID Profile Type .
Traveler v/

Filters any request to only return profiles assigned to this Travel Arranger ID

Semch New Profile

Results.

Reference Guide | Recommended Links 5 1 ® 2024 Acce

Figure 2: Profile Management screen.
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Step A3: Navigate to SPRK user record in Profile Type Agency

Then select Agency from Profile Type drop-down list and click on Search button

.

Let us assume that you want to reset Two Factor Authentication for Paul Smith’s
user Account. Enter in below dialog Paul Smith (respectively the name of a user
from your agency) into field NAME and click on Refresh button (¢ #=). Then the
screen will look like below screenshot.

Search/Edit Profile

Profie Name Profile Type
Agency =
Office ID Account Number Customer ID
Fiters any request to anly retur profiles assigned to this Travel Arranger D m
Results
NAME ACTIVE oy STATE COUNTRY 1ATA NUMBER DERARTMENT
> e

ACTIVE PASSWORD LOCK  DUTY CO AGENT RO ACCOUNT EMA

Paul Smith Al

> 7 D PaulSmih Pauls su Agent s « 0

+ Add new record ¢ Refresh

Reference Guide | Recommended Links

Figure 3: Profile Management screen - filtered for user with Name Paul Smith.
Step A4: Edit SPRK user account and reset Two Factor Authentication

Click on the edit icon (") on the lefthand side of Paul Smith’s record. The record
will expand, and you will see further details - similar to below screenshot.

Search/Edit Profile

Profile Name Profile Type
Agency =

Office ID Account Humber Customer I
Filters any request ta only retum prafiles assigned to this Travel Arranger ID m

Results

n ACTIVE Y STATE COUNTRY 1ATA NUMBER DEPARTMENT
>
B offi

B Agents
Paul Smith Al ~
> / D PauSmih Pauls su Agent a
Mame:  Paul Smith Active: Agent Role: [Agent v Password s
Agent ID: PaulS Password Lock (] Account [ ] TwoFactor Authentication: e
Duty Code: Bu
Emol (==
v %
4 Add new record . Refresh
Figure 4: Profile Management screen - editing single user’s record
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Click on the Reset link at the right of the Two Factor Authentication entry. A pop-
up dialog box will appear. Confirm by clicking on Continue.

Confirmation Required . _

Are you sure that you want to reset Two Factor
Authentication?

Cancel Continue

. OO0
Figure 5: Two Factor Authentication reset - confirmation pop-up dialog box.

Step A4: Next time user logs in to SPRK he will have to go through Two Factor
Authentication again

Two Factor Authentication for Paul Smith’s SPRK user account has been reset.
Next time when Paul is logging in to SPRK he will see again Setup Two Factor
Authentication screen. So, Paul will have to save the new Second Factor.

Ol Check that the user has deleted their old Second Factor before creating a
new Second Factor. This protects against the risk of ending up with two
Second Factors that look identical (but only one of which can be valid).
The user should also delete their old Secret before creating a new Second
Factor after a Two Factor Authentication reset.

Setup Two Factor Authentication ‘\

Use your two factor authentication app to scan image:

Or manually enter the following text:
NGDS5 37YM NK4U P22R DNGN WLGT DS20 2AAP

Please enter the 6 digit code displayed in your
authentication app.

g

VERIFY ‘ g
——

©LoGouTt

J
%
!

Figure 6: Setup Two Factor Authentication screen appearing again when Two Factor Authentication
has been reset by SPRK Agency Admin.

Popular Authenticator apps
The list of Authenticator apps below does not claim to be exhaustive.

Furthermore, it does not mean that the Lufthansa Group would not recommend
an Authenticator app that is not mentioned.
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Please check internally whether you have IT guidelines that stipulate the use of a
specific Authenticator app. If this is not the case, your agency must decide for
itself which Authenticator app you want to use. If you work at a workplace that
has special security requirements, e.g. PCI DSS compliance, which is why it is not
permitted to use cell phones to generate the Time-Based One-Time Password
(TOTP) as a Second Factor, please contact your IT department to find a solution.
For iPhone and Android
You will find below Authenticator apps in both Apple App Store
https://www.apple.com/app-store/ and Google Play
https://play.google.com/store/apps

e 1Password Password Manager

e Bitwarden Password Manager

¢ Duo Mobile

e FreeOTP Authenticator

e Google Authenticator

e lastPass Password Manager

e Microsoft Authenticators

e Twilio Authy
For Windows

e WinAuth https://winauth.github.io/winauth/
Frequently asked questions

e When entering Time-based One-Time Password (TOTP) a pop-up dialog

with error message “Incorrect Two Factor Code” appears.

4 Incorrect Two Factor Code

o Did you enter the displayed TOTP correctly? Try to enter the current
code (if already expired use the one that is now displayed in your
Authenticator app).

o Isit possible that the TOTP you entered has already expired? Check if
a new code is displayed in your Authenticator app and enter it.

o If you manually set up the Second Factor by entering the Secret in
your Authenticator app: did you enter the Secret correctly?
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e | am SPRK Agency Admin and have lost my Second Factor. What shall |
do?

o If you are not the only SPRK Agency Admin of your agency, then
please ask another SPRK Agency Admin to reset Two Factor
Authentication for your SPRK user account.

o If you are the only SPRK Agency Admin of your agency, or if no other
SPRK Agency Admin is available then please contact B2B TAS (travel
agency support) <Lufthansa Group B2B Center> and ask for
assistance.

e Can multiple SPRK users share the same Second Factor? No. According
to Lufthansa Group IT Security regulations, user accounts must not be
shared between multiple persons. Hence, each SPRK user will have his
own and unique set of credentials and will have to create his own Second
Factor as described below.

e | have SPRK user accounts for more than one environment, or | have SPRK
user accounts where the same combination of Office ID and Agent ID is
used in multiple environments. How do | differentiate between my Second
Factors so that | always know which Second Factor belongs to which
environment? In this case, familiarize yourself with the contents of the
“Attachment: (Message to SPRK users with user accounts in more than
one environment)”.

Public
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2 TWOFACTOR
AUTHENTICATION FOR
SPRKUSERS

Enabling Two Factor Authentication in SPRK
Dear SPRK user,

IT security regulations of the Lufthansa Group require the introduction of Two
Factor Authentication in SPRK. Your user account is affected by this. This
measure will significantly increase the security of your SPRK account, i.e.
significantly reduce the risk of misuse under your name. We need your
cooperation to activate the Two Factor Authentication. You will find all the
necessary information below.

Your checklist (please check in good time whether you are prepared):
Ul | have read below documentation

Ul I know who in my agency is the SPRK user responsible for me with the
SPRK Agency Admin role. This will be my first point of contact if | have
any difficulties with activating Two Factor Authentication.

Ul I have an Authenticator app on my cell phone or PC workstation that can
generate a Time-based One-Time Password (TOTP). Please ask your
Agency Admin for help if you do not know what an Authenticator app is
and where to get it.

] | have been informed when Two Factor Authentication will be activated for
my user account

] | have checked if | have SPRK user accounts for more than one
environment, or if | have SPRK user accounts where the same combination
of Office ID and Agent ID is used in multiple environments. In both cases, |

have asked my SPRK Agency Admin for instructions on how to proceed.

Two Factor Authentication - what is that?

Two Factor Authentication in SPRK means using a Time-based One-Time
Password (TOTP). This is a security method that adds an extra layer of protection
to your online account. When you log in, you'll need to enter not only your regular
password but also a special code generated by e.g. an app on your phone, like
Google Authenticator or Authy. This code changes every 30 seconds, making it
very hard for hackers to guess. Even if someone steals your password, they still
can't access your account without the code from your phone. This way, your
account stays much safer.
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Google refers to a new entry in its Authenticator app that generates a TOTP
(Time-Based One-Time Password) as a "token" or "account". Each entry
corresponds to a specific account or service for which two-factor authentication
has been enabled.

When you scan a QR code or manually enter a key to add a service to the app, it
creates a new account entry in the app. This entry generates a TOTP every 30
seconds that you use as the Second Factor for authentication when logging in.

In this document we will not use Google’s terms “token” or “account” but refer to
Second Factor. Whenever we use Second Factor, we mean the corresponding
configuration in your Authenticator app that generates the Time-based One-Time
Password (TOTP) for your SPRK user account.

This means that Two Factor Authentication is the overall procedure and, in the
context of SPRK, the Second Factor is a Time-Based One-Time Password (TOTP).
They are related, but not the same. For this reason, we provide you with a
definition below that clarifies this once again:

1. Two-Factor Authentication: This is a security process that requires users
to provide two distinct forms of authentication to verify their identity.
These two factors typically come from different categories:

e Something you know (e.g., a password or PIN)

e Something you have (e.g., a smartphone, security token, or app-
generated code)

e Something you are (e.g., biometric data like a fingerprint or facial
recognition)

2. Second Factor: This refers to the additional form of authentication beyond
the primary method (e.g., a password). In Two-Factor Authentication, the
Second Factor is what you provide after entering your password. For
example, receiving a code on your phone or using a biometric scan serves
as the Second Factor.

In summary, Two-Factor Authentication refers to the overall process of requiring
two different authentication methods, while the Second Factor is specifically the
additional method used after the primary one.

Where can | get the Authenticator app?

If you are not yet using an Authenticator app, or in areas subject to special
security regulations (e.g. PCl DSS* compliant workplaces) where the use of
private cell phones is prohibited, please contact your SPRK Agency Admin. They
will help you install and use an Authenticator app for your cell phone or an
application for your PC workstation.
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Date of activation

You should have received an email from the Lufthansa Group (sender: <TBD>),
which defines the exact time of the Two Factor Authentication for your agency. If
you do not have this information, please contact your SPRK Agency Admin. They
should be able to tell you the exact time. If you have any questions or problems
during the activation of Two Factor Authentication, please also contact your SPRK
Agency Admin.

You must do this for the first time after Two Factor Authentication has been
activated for your agency

Step 1: Login to SPRK as usual

Log in to the SPRK interface as usual at https://dcwebc.farelogix.com/sprk-lhg/.
i.e. enter Office ID, Agent ID and your password as usual. Then click on LOGIN.

LUFTHANSA GROUP

Austrin 7~ brussels 3 Ewrowings® © """y"’"'“\
Y

Office ID

Agent ID

Password

Forgot password?

o T

Figure 7: SPRK login screen. Log in as usual by entering your credentials.
Step 2: Setup your Second Factor in your authentication app

If Two Factor Authentication has been activated for your agency but has not yet
been set up for your user account, you will see the following dialog “Setup Two
Factor Authentication”.

If you have already activated Two Factor Authentication for your SPRK user
account, but it has just been reset (so you are asked to set up Two Factor
Authentication again - see next figure), check the following:

] Check that you have deleted your old Second Factor before creating a
new Second Factor. This protects against the risk of ending up with two
Second Factors that look identical (but only one of which can be valid).
Also delete your old Secret before creating a new Second Factor after a
Two Factor Authentication reset.
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https://dcwebc.farelogix.com/sprk-lhg/

It contains a QR code, and below the QR code a 24-digit alphanumeric code - the
so-called Secret.

Setup Two Factor Authentication ‘\

Use your two factor authentication app to scan image: \

Or manually enter the following text:
35VM VMQP BKCY DBKS VVKZ QTUM 6YYO SKVL

Please enter the 6 digit code displayed in your
authentication app.

e— _— .

_— -
VERIFY -

57

@ LoGouT 5 3 - e “-'—-v_ . 3 g
Figure 8: Scan the QR code with the Authenticator app on your cell phone or make a note of the
Secret displayed under the QR code

Note: Please do not scan the QR code from above figure but from your Internet
browser. Please do not use the Secret shown above, but the 24-digit alphanumeric
code displayed in your browser. Whether you can use the QR code or the Secret to
set up your Second Factor depends on the Authenticator app you have chosen. If in
doubt, please ask your SPRK Agency Admin.

Use your cell phone to scan the QR code from the “Setup Two Factor
Authentication” screen, or make a note of the Secret displayed under the QR
code. You can then enter this manually in the Authenticator app of your choice.

Tip: If the QR code is displayed too small in your Internet browser, zoom into the
page.

You can recognize that you have set up a Second Factor in your Authenticator
app by the fact that it generates a different 6-digit number - the TOTP - every 30
seconds.

Now enter the TOTP currently displayed on the “Setup Two Factor
Authentication” page. Click Verify.

In the event that an error message is displayed.

If a pop-up dialog with error message “Incorrect Two Factor Code” appears, check
the following:

e Did you enter the displayed TOTP correctly? Try to enter the current code
(if already expired use the one that is now displayed in your Authenticator

app).

e s it possible that the TOTP you entered has already expired? Check if a
new code is displayed in your Authenticator app and enter it.
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e If you manually set up the Second Factor by entering the Secret in your
Authenticator app: did you enter the Secret correctly?

If none of the above tips help, please contact your SPRK Agency Admin. They will
try to assist you and, if necessary, receive support from a <Lufthansa Group B2B
Center>.

Step 3: Agree to the End User Agreement
If Two Factor Authentication has been activated for your agency but has not yet

been set up for your user account, you will see the following dialog “Setup Two
Factor Authentication”.

END USER SERVICE AGREEMENT -
Servic

Thank you for ordering the Travel Book & Your use of the Travel Booking
Senica (he Sonvice") and any Documentaton that you may downioad 6gartng e
Sorvice shall bo governod by the ferms and conditons of this Agreement
1. DEFINITIONS
The folowng Dofntons sooty o this Agrosment

e service agreament and any ot documents

‘nstalaton and 156 of e Service.
ervice Technology” means Our proprietary tachnology, including
o 4

objects and documantation (both printad and slocironicy, network des
trade secrets and any related intellectual property rights throughout the world (whether
awned by s oricensed o Us from athid prty) and elso inclodig ony dotvelves,
improvements, enhancements or extensions of the Booking Service Technology
e o prac ks, o devekoped i i o of m».Ag eement

s Xy desiop sofware 2 - <orvce oraphicl e
interface ('GUI") ) markeiod i Cosiomers of e arings.As voed e in, the term
Sorvce shal speciically sxchade an 1hd sy piogrars o Compongnts et may be
integrated wih the GUI and excludes af travel istribution sources that integrate into
he GUI (nclucing but ot ted 1 the Direct Connect, any GO, and any other
Supy

5. “Supplier” means a supplier of travel.related, financial or recreational inventory or
services that have made such inventory or services avaiablo through the Sorvico.
16 "User” means the person who hes accepted the terms of this Agreement
17 "We?, "Us” or "Our” shail mean Farelogix. inc . the technology provider 10 the:
*Alrine making the Service available to User
2 uczncs

2 1 Rights Grantod.

——'m) We nerehy grant to User. and User hereby accepts. a personal. limited,
= nanexclush (excopt in acc the ferms
rercon Icanse auring e e of ths Agraement 10 access, se and Gspiay he

ica in accordance with the terms and conditions of his Agreement. User may only
lmoSeMuwobtnnm related mformaton from, and transact wih, Suppiers.
is personal to the User accepting the ferms hereof and cannot be shared

[P

lor Ilar-sleﬂsd o another person
(D) Except s expressly permitied herein, User may not felicense. rent or leass the

Agree O Don't Agree O

Quocout

Figure @: Please confirm your agreement to the EUA by checking the "Agree" option and then clicking
SUBMIT.

Finally, we would like to ask you to read the End User Agreement (EUA). Please
confirm your agreement by checking the "Agree" option and then clicking
SUBMIT.

After clicking SUBMIT you will then see the normal SPRK screen of your agency.

m -
IATA: Office ID:

LUFTHANSA GROUP

ALl
TRAVELER °
Record Locator: NotSet [
TREPHONE  ©
Traveler Downicad sample csv | Upload Travelers

EmAL ° © .

s Htinerary

. No tinerary

Transactions

° No items to display.

°

°

°
ost °
REMARK o

> Advanced Search

Figure 10: SPRK screen after successful login.
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You have now successfully configured Two Factor Authentication for your SPRK
user account.

What will be different the next time you log in to SPRK?

The next time you log in to SPRK;, you will need to enter Office ID, Agent ID and
your password as usual and then click on LOGIN - again as usual.

LUFTHANSA GROUP

Austrian 7~ brussels ;33 Eurowings 2 @ %
Y

Office ID

Agent ID

Password

Forgot password?

Figure 11: SPRK Iog/n screen. Log in as usual by enter/ng your credent/a/s

However, a dialog will then appear in which you must enter the Second Factor, i.e.
the 6-digit number from your Authenticator app.

Validate Two Factor Authentication ‘\

Please enter the 6 digit code displayed in your
authentication app.

VERIFY

©LoGouT

kL e it

Figure 12: Every time you /og in to SPRK you WI// have to enter the 6- d/g/t code d/sp/ayed in your
Authenticator app.

Enter the 6-digit number from your Authenticator app and click on VERIFY.
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After clicking VERIFY you will then see the normal SPRK screen of your agency.

Record Locator: Notset [

) Traveler Downicad sample csv | Uioad Travelers

Itinerary
No ftinerary

f

1
:

Transactions
No items to display.

°
o
o
ssR °
o
0

Figure 13: SPRK screen after successful login.
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3 SETTINGUP TWO FACTOR
AUTHENTICATION IN
MULTIPLE ENVIRONMENTS

Issues when setting up 2FA in multiple environments

Accelya operates several environments. The environments relevant for the
Lufthansa Group and its partners are Sandbox, User Acceptance Testing and
Production.

LUFTHANSA GROUP

Austrian 7~ brussels :3i Eurowings > (9 Lufthansa JSWISS

Office ID

Agent ID

Password

Forgot password?

— ~—i i

e M ——— e — i i

Figure 14: SPRK users can have user accounts with identical Office ID (aka PCC) and Agent ID in
different environments. This means that they enter the same Office ID and Agent ID when logging
into Sandbox (https://sprk.accelya.io/lhg/sandbox-uat) and Production
(https://dcwebc.farelogix.com/sprk-lhg).

Our example user Paul Smith (Agent ID PaulS) has a user account for Office 1D
LX13 in both Sandbox and Production.

If he sets up two-factor authentication for both of his SPRK user accounts, he will
receive the QR codes shown below.
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https://dcwebc.farelogix.com/sprk-lhg

2FA Setup in Sandbox for Paul’'s LX13 |2FA Setup in Production for Paul’s LX13
SPRK User Account SPRK User Account

Use your two factor authentication app to scan image:

= 0]

Or manually enter the following text: Or manually enter the following text:

AR2K 2GKB XG77 ACX6 GC7U KHDO QGLH MHLY JLHM 74FL 322D WVH3 M4FE K65H ANJU KXWB
Please enter the 6 digit code displayed in your Please enter the 6 digit code displayed in your
authentication app. authentication app.
©LocouT QLoGouT

Table 1: Example QR codes for the same combination of Office ID and Agent ID, but belonging to
different environments. n our example, the Office ID is LX13 and the Agent ID is PaulS.

When scanning above QR codes in Google Authenticator App or Microsoft
Authenticator App, the applications behave differently, but the basic problem is
the same: the QR code does not contain any information about which
environment it belongs to. When Paul scans the QR codes for his two LX13 SPRK
user accounts in Sandbox and Production, he sees the following in the Google
Authenticator app, for example.

16:48

= Google Authenticator

238 014

Farelogix: LX13:PaulS

586 374

Figure 15: Google Authenticator App displays several Second Factors with the same Account name
(Office ID and Agent ID are also identical). It is not possible to recognize which Second Factor belongs

to which environment.
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l.e. in Google Authenticator it is possible to create Second Factors from the two
QR codes mentioned above. Google Authenticator does not inform you that the
resulting Second Factors are ambiguous (see screenshot above). You can see that
two authenticators have been created, both labeled “Farelogix: LX13:PaulS".
From this you cannot tell which belongs to Sandbox and which belongs to
Production.

Below we describe how this problem can be addressed in Google Authenticator
App, Microsoft Authenticator App and WinAuth. If you use other Authenticator
apps, please contact your Agency Admin or your IT department.

Google Authenticator App

To avoid ambiguous Second Factors in the Google Authenticator App, please
proceed as follows.

1. Scan the QR code. Then swipe the newly created Second Factor in
Google Authenticator to the left and select the editicon (pencil).
Example: If we scan the QR code from the table above for the sandbox
environment, we see the result illustrated in the screenshot below.

09:07 ol F 8
= Google Authenticator & ®
Search...
LI Y'Y .
. R, |
I.I ‘H '1'--'-- s
R Al
T4 EI.":-I a
it ALY s
734 243 .
auls swipe left
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2. Enter aunique name, e.g. add the environment, so that the name of the
Google Authenticator account contains Office ID, Agent ID and
Environment. Then tap Save.

Example: Paul will use LX13:PaulS-Sandbox to uniquely identify the second
factor for his Sandbox SPRK user account (see screenshot below).

09:19 il 7 @8

< Back Edit account O]

Aceaunt name

p
| Lxa3:Pauls-Sandbox o

3. Proceed as described above for all your Google Authenticator accounts
(aka Second Factors). Your Second Factors will then have unique and
unambiguous names (see screenshot below).

09:09 ol T @
= Google Authenticator & @
Search..
Y AL '
— e el dea
%4 757 ‘
i
ERC B4 ’
e R et
M0 00 U
Farelogix: LX13:PaulS-Sandbox
747 467 ‘
Farelogix: LX13:Paul$-Production
458 152 ¢
F
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Microsoft Authenticator App

Our example user Paul first scans the above QR code from the Sandbox
environment. When he then scans the QR code from the Production environment,
he receives the following warning:

al 56 83

Scan QR code

Choose a different name for
your new account

You have an existing Farelogix account
for LX13:PaulS.

Farelogix

Cancel

Figure 16: If a second QR code for the same combination of Office ID and Agent ID is scanned in the
Microsoft Authenticator app, a warning appears.

So, if you scan more than one QR code from Accelya for the same combination of
Office ID and Agent ID in the Microsoft Authenticator app, you will receive this
warning.

The above warning is not displayed if users have multiple SPRK user accounts in
the same environment and scan the associated QR codes (because then either
Office ID or Agent ID is different).

If the above warning is displayed, please enter in Microsoft Authenticator App a

unique name that clearly indicates the environment. In above screenshot it would
make sense to enter e.g. Farelogix-Production and then tap Save.
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The best way to avoid ambiguous second factors in the Microsoft Authenticator
app is to proceed as follows:

1. If you see a second factor in the Microsoft Authenticator app where it is
not immediately obvious which environment it belongs to, proceed as
follows. Tap on the Second Factor that you want to change. The detail

view for this Second Factor will then be displayed (see below screenshot).

Then tap on the Settings icon (gear wheel).

R Farelogix
LX13:PaulS

WAYS TO SIGN IN OR VERIFY

One-time passwords enabled
% You can use the one-time password codes generated by
this app to verify your sign-ins

One-time password code

“ 183 998

2. You will see the Account settings. Tap one the name (red outlined in the
screenshot).

Account settings

Account name Farelogix

Remove account

LUFTHANSA GROUP NDC PARTNER PROGRAM Public
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3. Edit the Account name and give it a unique name by appending the
environment name, i.e., resulting in Farelogix-Sandbox or Farelogix-
Production. Then tap on Done.

Account settings

Account name Farelogix >

Remove account

Rename account

Farelogiy

Done

123 © Leerzeichen a
® ¢
WinAuth

If you are using WinAuth, it is recommended that you proceed as follows, which
allows you to create unique names for each second factor yourself.

1. Open WinAuth ‘i'

2. Click the Add button in the main WinAuth window and choose
“Authenticator” as the type of Authenticator you need.

WinAuth

Click the "Add" button to create or import your authenticator

Add a
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3. Enter a unique name, e.g. “SPRK-Production:LX13:PaulS", i.e. enter the
environment, office ID and agent ID.

Add Authenticator

Mame: Authenticator

1. Enter the Secret Code for your authenticator. Spaces don't matter. If
you have 2 QR code, you can paste the URL of the image instead.

Decode

2. Choose if this is a time-based or a counter-based authenticator. If
you dorit know: it's likely time-based, so just leave the default choice.

(® Time-based () Counter-based
3. Click the Verify button to check the first code.

Verify Authenticator

4. Verify the following code matches your service.

4. Copy and paste the the Secret (the 24-digit alphanumeric code that was
displayed together with the QR code when setting up Two Factor
Authentication) into the field in WinAuth. The Time-based radio button
should be selected.

Setup Two Factor Authentication |
| Add Authenticator

Use your two factor authentication app to scan image: Mame  Authenticator

1. Enter the Secret Code for your authenticator. Spaces dorit matter. If
you have a QR code. you can paste the URL of the image irstead.

Decode

ose If this is 3 time-basad or 3 counter-based autherticator I

Or manually enter the following text: you donit know: it's likely time-based, so just leave the default choice

ARZK sy e MHLY
®) Time-based Counter-based
Please enter the 6 digit code displayed in your
authentication app. 3. Click the Verify button to check the first code.
Verify Authenticator
4. Verify the following code matches your service.
VERIFY
OLoGouT . = p—
|
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5. Click the Verify Authenticator button to check the key is valid and you will
see the first code

Add Authenticator

Name: Authenticator

1. Enter the Secret Code for your authenticator. Spaces don't matter. If
you have a QR code, you can paste the URL of the image instead.

ARZK mENENE EENLEESESE MHLY Decode

2. Choose if this is 3 time-based or a counter-based authenticator. |f
you don't know, it's likely time-based, so just leave the default choice.

(® Time-based (' Counter-based
3. Click the Verify button to check the first code

Verify Authenticator

4. Verify the following code matches your service.

496 369

6. Protection. Chose “Protect with my own password”.

Protection

Select how you would like to protect your authenticators. Using a password is strongly recommended, otherwise your
data could be read and stolen by malware running on your computer.

(W Protect with my own password

Your authenticators will be encrypted using your own password and you will need to enter your password to open
WinAuth. Your autherticators will be inaccessible if you forget your password and you do not have a backup.

Password

Verify

Additionally, you can protect and encrypt your data using the built-in Windows account encryption. This will lock your
authenticators to this computer or user so they cannot be opened even if the files are copied. You MUST turn this off if
you are going to reformat your disk. re-install Windows or delete this user account.

[[] Encrypt to only be useable on this computer

And only by the current user on this computer

[[] Lock with a YubiKey
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7. Click the OK button to save the authenticator.

8. Your Second Factor has now a unigue name.

WinAuth

Q SPRK-Production:LX13:PaulS o

Add o
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